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ABSTRACT

The establishment of International Financial Centers (IFCs) in Ho Chi Minh City and Da Nang
marks an important milestone in Vietnam’s strategy to deepen international economic integration and
enhance its position in global financial markets. The operation of IFCs relies heavily on the collection,
processing, storage, and transmission of large volumes of financial data and personal data, many of
which are highly sensitive and subject to stringent security requirements. In this context, cross-border
data transfer and processing have become indispensable for facilitating international financial
transactions, investment activities, and digital financial services. This article examines the legal issues
associated with cross-border data transfer and processing within IFCs in Vietnam. Using a doctrinal
legal research approach, the study analyzes Vietnam’s emerging legal framework, including the 2024
Data Law, the 2025 Law on Personal Data Protection, Resolution No. 222/2025/QH15 on International
Financial Centers, and relevant implementing regulations. The article also draws comparative insights
from international practices, particularly those of Hong Kong, Singapore, and the CPTPP framework.
The findings indicate that while Vietnam has established important safeguards to protect national
security, data sovereignty, and personal data, existing regulatory requirements may create compliance
challenges for IFC participants and potentially constrain data-driven financial activities. The article
argues for the development of a specialized legal framework governing cross-border financial data
flows that balances regulatory oversight with the operational needs of globally integrated financial
centers.

KEYWORDS: International Financial Center; cross-border data transfer, data processing;
financial data; data governance
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1 OVERVIEW OF CROSS-BORDER DATA TRANSFER AND PROCESSING IN
INTERNATIONAL FINANCIAL CENTERS

1.1 Development History of International Financial Centers

International Financial Centers (IFCs) have a long history of establishment and
development, with their earliest prototypes being international commercial centers in ancient
times (during the Roman Empire) located at major Mediterranean seaports. Subsequently, they
emerged during the Middle Ages in European port cities such as Genoa, Venice, Pisa, and
Constantinople [1].

The emergence of IFCs in these locations was primarily driven by the development of
investment, business, and trade activities, as well as the broader socio-economic context that
created demand for a common legal and financial platform to address issues relating to
payments, credit, and risks arising from international trade. This was also a natural
consequence of the need to establish global trade networks and promote cross-border
investment and business activities. These developments facilitated the accumulation of
substantial idle capital, leading to the diversification and expansion of global financial
intermediaries.

From the sixteenth to the nineteenth centuries, IFCs developed further with the
emergence of major banks and stock exchanges. During this period, the primary functions of
IFCs were to provide financial support for international trade and to offer international lending
services [1]. From the nineteenth century to the early twentieth century, traditional IFCs in
Europe and the United States were established to meet growing demand for financial services
associated with regional and international trade and investment. Between the sixteenth—
nineteenth centuries and the nineteenth—twentieth centuries, IFCs expanded considerably in
both scope and organizational structure. This growth was fueled by access to abundant capital,
professional expertise, advanced communication infrastructure, and policies promoting
political stability and economic freedom [2]. Throughout their formative and developmental
stages over several centuries, London and New York have often been regarded as the two most
prominent Global Financial Centers in the world [3].

Following World War II, activities within traditional IFCs gradually expanded and
received a major impetus from the emergence of the Eurocurrency market [4] in the early
1960s. During the period from the 1950s to the 1980s, the development of IFCs was closely
associated with the emergence of supranational foreign exchange markets, European capital
markets, regional and offshore financial centers, as well as offshore banking centers. Since the
1980s, IFCs have evolved within the context of economic globalization, which has stimulated
the trend toward the formation of a global financial market [5].

Alongside the established Western IFCs, Asia has witnessed the rapid rise and
development of financial centers. Emerging financial hubs such as Hong Kong and Singapore
have expanded the network of major global IFCs. Singapore began taking significant steps
toward becoming an IFC immediately after gaining independence in 1965, leveraging the
opportunities presented by the emerging Asian dollar market in the late 1960s. Hong Kong has
strengthened its position as a global IFC since 1997.

In the aftermath of the Global Financial Crisis (2007-2009), which originated in major
IFCs with New York and London at the forefront, the global IFC landscape appeared outwardly
stable but experienced significant internal shifts. A decade after the crisis, Hong Kong and
Singapore had surpassed Frankfurt and Paris, while Tokyo and Shanghai (together with
Beijing) had likely joined the leading group of global financial centers [6].
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Despite these fluctuations, IFCs have demonstrated remarkable long-term resilience.
Four of the leading financial centers in 1913 (London, Paris, Berlin, and New York) remained
among the world's leading centers one hundred years later (although Frankfurt replaced Berlin),
alongside emerging centers such as Tokyo, Hong Kong, and Shanghai [7].

The historical formation and development of IFCs reflect the continuous transformation
of the global economy. From early financial centers such as Venice and Genoa to modern IFCs
such as London, New York, Hong Kong, and Singapore, IFCs have consistently served as a
reflection of the economic, political, social, and technological development of nations
throughout different historical periods.

1.2 Identifying International Financial Centers in Vietnam

At present, there is no universally accepted definition of an IFC. In international finance,
an IFC is commonly defined as a center where banks and specialized financial and credit
institutions are concentrated, serving as a venue for the accumulation, transfer, payment, and
exchange of financial capital or monetary resources [8]. An IFC is also defined as a city or area
possessing the following characteristics: (i) it hosts numerous financial institutions providing
a diverse range of financial services (including commercial banks, investment banks, insurance
companies, and investment funds); and (ii) it serves as a hub for transactions across multiple
financial markets (including securities, foreign exchange, capital markets, bond markets, and
emerging financial products) [9].

In Vietnam, at its ninth session on 27 June 2025, the National Assembly adopted
Resolution No. 222/2025/QH15 on International Financial Centers in Vietnam (hereinafter
referred to as “Resolution 222”) [10]. Under this Resolution, an International Financial Center
(hereinafter referred to as “IFC”) is defined as a geographically designated area established by
the Government in Ho Chi Minh City and Da Nang City, comprising a diverse ecosystem of
financial services and supporting services and operating under the mechanisms and policies
prescribed by the Resolution (Clause 1, Article 3 of Resolution 222). This definition identifies
an [FC as a “geographically designated area” located in Ho Chi Minh City and Da Nang. This
approach is consistent with the international concept of an IFC, which is generally understood
as a city or a specific district within a city.

An IFC is a hub for a diverse ecosystem. This ecosystem consists of commercial banks,
branches of foreign banks, securities companies, insurance and reinsurance enterprises;
investment funds and asset management companies; market infrastructure organizations;
fintech companies and digital asset businesses; consulting and support service providers; non-
financial organizations; and other entities as prescribed by the Government (Clause 2, Article
3 of Resolution 222) [10].

The primary area of activity targeted by an IFC is the financial sector, encompassing two
broad categories: financial services and supporting services. An IFC may take the form of a
city, a community, or even a country. In addition to its administrative, commercial, and cultural
functions, its principal role is that of a financial center, providing a broad range of financial
services, attracting financial resources, and reallocating capital to serve financial markets [5].

According to Prime Minister Pham Minh Chinh, Vietnam’s IFC will not merely be a
venue for financial transactions but also a center where capital, people, technology, culture,
legal systems, and progressive and innovative ideas converge. It will operate according to
market principles and international competition while simultaneously ensuring national
governance requirements and safeguarding financial and monetary sovereignty. It is expected
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to create new opportunities to promote growth and prosperity for the country, partners,
businesses, and investors [11].

The establishment of an IFC is of significant importance in facilitating capital flows,
promoting international trade, and serving as a powerful driver of national development in the
modern era.

On 18 December 2025, the Government promulgated Decree No. 323/2025/ND-CP
providing detailed regulations on the establishment and operation of IFCs [12]. On the same
date, the Prime Minister issued Decision No. 2755/QD-TTg establishing the Governing
Council responsible for the operation of the IFC [13].

The members of this ecosystem share a common characteristic: their close connection to
the financial sector. While this sector plays a critical role in determining a country's economic
development, it also entails significant risks due to the sensitive nature of financial data and
various other risk factors [14]. Financial data is directly or indirectly linked to the operation of
an IFC. Consequently, participants within the IFC ecosystem must comply with legal
regulations governing data and personal data throughout their operation and development.

There is a growing need to establish a specialized legal framework, including pilot
mechanisms and policies, capable of attracting capital, technology, and highly skilled human
resources beyond the limits of existing legal regulations. This necessity has directly encouraged
research into regulatory sandbox mechanisms and preferential policies relating to taxation,
customs procedures, and administrative processes in these two cities.

The establishment of an IFC is not merely the natural outcome of market forces but rather
a strategic national decision that must be institutionalized through a special legal framework.
Existing legal regulations are neither sufficiently robust nor sufficiently flexible to facilitate
the establishment and development of internationally competitive financial centers capable of
competing on a global scale.

1.3 Cross-Border Data Transfer and Processing in International Financial Centers
1.3.1  Identifying Data Types in International Financial Centers

First, it should be recognized that data constitute the core “raw material” underpinning
the operation of an International Financial Center (IFC). Most of the data utilized within an
IFC consist of financial data or data directly related to financial activities. Financial data do
not merely include balance sheets, income statements, cash flow statements, and market
valuation information; rather, they encompass all quantitative information relating to financial
transactions, market activities, and the financial condition of enterprises [15].

In addition to financial data, another highly important category of data is customers’
personal data. This includes information provided by individual customers and generated
during the course of receiving banking products and services from credit institutions, including
customer identification information as well as information relating to accounts, deposits,
entrusted assets, transactions, guarantors, and other related information [16].

Depending on the nature of the data and the purpose for which they are used, data related
to the financial sector may be classified as either important data or core data (Clauses 6 and 7,
Article 3 of the 2024 Data Law) [17]. Pursuant to Decision No. 20/2025/QD-TTg dated 1 July
2025 of the Prime Minister promulgating the list of important data and core data, financial data
may fall within either category [18], specifically:

Financial data classified as core data include unpublished data in the fields of finance and
state budget management collected and managed by state authorities, including: (i) Data on
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state financial and budget policies submitted to Party agencies, the National Assembly, and the
Government; financial and banking strategies and five-year plans; projects on restructuring the
state budget, public debt, and national financial security at the macro level;

(i1) Data concerning national reserves in the fields of national defense and security;

(i11) Data relating to the operational activities of customs authorities;

(iv) Data concerning plans for the printing, exchange, issuance, and circulation of
currency; designs, printing plates, minting molds, printing and minting technologies for
currency and valuable papers; and information on the quantity and storage locations of rare
precious metals, gemstones, and other valuable assets owned by the State.

Financial data classified as important data include unpublished financial and banking
data managed by state authorities.

With respect to financial-sector data, including customers’ personal data in the financial
sector, such data may also be categorized as sensitive personal data. Sensitive personal data
refer to personal data associated with an individual’s privacy, the infringement of which may
directly affect the lawful rights and interests of agencies, organizations, and individuals, as
specified by the Government (Clause 3, Article 2 of the 2025 Law on Personal Data Protection)
[19].

Compared with other categories of data, financial data and finance-related data possess
a particularly sensitive nature and require a high level of confidentiality. The financial sector
plays a critical role in facilitating economic activities within the global market. However,
alongside the growing reliance on digital technologies, the risk of cyber threats has also
increased significantly. In practice, cybercrime has become increasingly pervasive, and
unauthorized intrusions into the information systems of financial institutions and their
customers have emerged as a serious concern [20].

1.3.2  Cross-Border Data Transfer and Processing in International Financial Centers

Cross-border data transfer and processing have become an inevitable trend in the
operation of IFCs due to the globalized nature of financial markets. Such activities are directly
governed by the 2024 Data Law [17] and Decree No. 165/2025/ND-CP dated 30 June 2025 of
the Government detailing several provisions and implementation measures of the 2024 Data
Law [21].

In simple terms, cross-border data transfer refers to the movement of data from the
territory of one country to the territory of another country. In essence, this activity involves the
transmission of data across national borders in cyberspace, thereby creating a technical and
legal connection between at least two different data infrastructures and legal systems.

Based on the foregoing understanding of cross-border data transfer and applying it to the
specific context of an IFC, cross-border data transfer and processing within an IFC may be
understood as the movement and transmission of financial data and finance-related data from
an IFC in one country to an IFC in another country, and vice versa. In particular, this may
involve the transfer of data from IFCs located in Ho Chi Minh City and Da Nang, Vietnam, to
IFCs located in one or more foreign jurisdictions around the world.

Since cross-border data transfer and processing are fundamentally identified through the
“connection” between two or more countries with respect to the transmission and storage of
data, their international character is particularly evident. As a consequence, interactions and
even conflicts may arise among different legal systems when data protection standards are not
harmonized across jurisdictions.
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2 REQUIREMENTS FOR COMPLIANCE WITH GENERAL PRINCIPLES
GOVERNING CROSS-BORDER DATA TRANSFER AND PROCESSING IN
INTERNATIONAL FINANCIAL CENTERS

Resolution No. 222 governing International Financial Centers (IFCs) in Vietnam
establishes compliance principles relating to data governance. Accordingly, members
operating within an IFC are required to comply with international data security standards that
have been officially promulgated or recognized for application in Vietnam. Members must
establish information security systems, encrypt financial data, and are responsible for reporting
any data breach incident to the Governing Authority within 48 hours from the occurrence of
the incident (Clause 6, Article 12) [10]. This Resolution broadly identifies two categories of
obligations concerning data security: compliance with data-related legal requirements and
measures for preventing and responding to data-related incidents.

First, members of an IFC must comply with international data security standards that
have been officially promulgated or recognized for application in Vietnam. This constitutes a
fundamental principle that all IFC members are required to observe. The provision reflects an
approach of selective integration, whereby international data security standards are applicable
only when they have been officially announced or recognized by competent Vietnamese
authorities. This approach aims to ensure consistency between international standards and
Vietnam’s domestic legal framework on data governance. It also helps prevent legal conflicts
and avoids imposing standards that exceed the compliance capacity of domestic entities,
thereby creating a stable, transparent, and practicable legal environment for IFC participants.

Second, members are responsible for preventing and responding to data-related incidents
within the IFC. This obligation is primarily technical in nature rather than purely legal.
Accordingly, IFC members are required to establish information security systems and
implement encryption measures for financial data. Such measures are regarded as mandatory
safeguards for protecting sensitive information, including financial data, and minimizing risks
arising from unauthorized access or unlawful interference. In the event of a data incident, the
relevant entity must promptly report the incident within 48 hours from its occurrence so that
competent authorities may take timely action and implement appropriate remedial measures.
This requirement is particularly important because once a data system is compromised, the
resulting consequences may spread rapidly in both speed and scale. The combination of
preventive measures and incident-response obligations creates a multi-layered protection
framework designed to safeguard the confidentiality of financial data within the IFC.

These obligations apply to IFC members in relation to data governance and data security.
Among the various activities involving data, cross-border data transfer and processing
constitute a form of data processing [17]. Accordingly, cross-border data transfer and
processing must ensure national defense and security, protect national interests, public
interests, and the lawful rights and interests of data subjects and data owners in accordance
with Vietnamese law and international treaties to which the Socialist Republic of Vietnam is a
party [17]. This principle equally applies to cross-border data transfer and processing within
[FCs.

Consequently, when conducting cross-border data transfer and processing activities, IFC
members must prioritize the protection of national interests, national and ethnic interests, public
interests, and the interests of the individuals and entities reflected in the data. At present, the supreme
interests of the Vietnamese nation serve both as the foundation guiding domestic policymaking and
as a determining factor in Vietnam’s conduct in international relations [22]. At the same time, these
interests function as guiding principles for the comprehensive and sustainable development of the
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country along the socialist path; for safeguarding national independence, sovereignty, and security in
conjunction with socialist development; and for proactively advancing international integration while
enhancing Vietnam’s international position and reputation [23].

Nevertheless, in order to prevent this principle from becoming an obstacle to the
development of IFCs, Vietnam’s data law and personal data protection law have established a
flexible foundational legal framework. This framework is designed both to facilitate the growth
of organizations and enterprises and to ensure reasonable regulatory oversight, particularly in
the context of IFC operations. In other words, the legal framework governing data transfer and
processing within IFCs seeks to strike a balance between the freedom of global investment and
business activities and the management of potential risks.

In this regard, the experience of Hong Kong’s IFC offers valuable insights. Hong Kong
has established a clear set of rules and a comprehensive framework for commercial data
exchange, particularly through the Commercial Data Interchange (CDI) initiative [24]. The
CDI framework demonstrates strong adherence to general principles governing cross-border
data processing while ensuring that data sharing within the IFC remains safe, fair, and consent-
based. The key principles are as follows:

(1) The Principle of Consent

This is the central principle of the CDI framework, which is described as a consent-based
financial data infrastructure aimed at enhancing data sharing by enabling financial institutions
to access business commercial data [24]. At the same time, this principle forms the cornerstone
of data protection and privacy law.

Accordingly, to safeguard the interests of data owners, IFC participants must obtain the
consent of data owners before sharing data for commercial purposes [25]. Such consent must
be obtained through clear notification mechanisms. Prior to any data sharing, data owners must
be clearly informed of the purposes and scope of data collection, their rights regarding the
collected data, and the duration of the consent granted [26]. Furthermore, the CDI framework
does not permit the storage of commercial data, thereby reducing the risks associated with
commercial data security [27].

(i1) The Principle of Safety and Security

Hong Kong’s IFC must ensure that cross-border data are processed within a secure
environment through the implementation of security measures, end-to-end encryption,
standardized onboarding procedures, and data traceability mechanisms [28].

(ii1) The Principle of Cross-Border Cooperation

The CDI framework recognizes that user-consented cross-border data sharing may serve
as an effective solution to address barriers in cross-border banking services. Such data sharing
can promote international trade by facilitating activities such as account opening and financing
for small and medium-sized enterprises, thereby supporting cross-border transactions [29].

These three fundamental principles enable Hong Kong’s IFC to maintain a balance
between privacy protection, data security, and financial-sector development in the digital era.
The experience of Hong Kong’s CDI framework offers important lessons for Vietnam. In
developing International Financial Centers in Ho Chi Minh City and Da Nang, Vietnam should
establish a legal framework and financial data infrastructure grounded in the consent of data
subjects, combined with uniform security standards and secure cross-border data-sharing
mechanisms.

At the same time, Vietnam should pursue a model of open but controlled data cooperation
that is capable of attracting international investment while safeguarding national data
sovereignty and security. The enactment of the 2024 Data Law [17] and the 2025 Law on
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Personal Data Protection [19] provides an initial legal foundation upon which Vietnam’s IFCs
may, in the future, develop a regulatory framework similar to that of Hong Kong’s IFC.

3 PRINCIPLES OF FREEDOM AND CONDITIONS GOVERNING CROSS-BORDER
DATA TRANSFER AND PROCESSING IN INTERNATIONAL FINANCIAL CENTERS

Cross-border data transfer and processing within an International Financial Center (IFC)
are not subject to absolute freedom. Rather, such activities are governed by data laws, personal
data protection laws of Vietnam and of the jurisdictions in which the data are stored prior to
transfer or processing, as well as by international data security standards. Depending on the
category of data involved, the scope of permissible cross-border data transfer and processing
varies.

First, with respect to data in general, agencies, organizations, and individuals are free to
transfer data from foreign countries into Vietnam and to process foreign data within Vietnam.
Their lawful rights and interests in carrying out such activities are protected by the State in
accordance with applicable law (Clause 1, Article 23 of the 2024 Data Law) [17]. This degree
of freedom reflects the openness and flexibility of Vietnamese law in responding to the
international flow of data and the increasing necessity of cross-border data transfer and
processing in the context of globalization and the rapid expansion of the digital economy. Such
freedom is safeguarded through legal protections afforded to organizations and individuals
engaging in these activities, thereby enhancing confidence among both data subjects and data
processors.

Second, with respect to the cross-border transfer and processing of core data and
important data, more stringent restrictions and detailed requirements apply. These activities
include:

(1) transferring data stored in Vietnam to data storage systems located outside the territory
of the Socialist Republic of Vietnam,;

(11) the transfer of data by Vietnamese agencies, organizations, or individuals to foreign
organizations or individuals; and

(i11) the use by Vietnamese agencies, organizations, or individuals of platforms located
outside the territory of the Socialist Republic of Vietnam for data processing purposes.

The limitations imposed on the cross-border transfer and processing of core data and
important data clearly reflect the principles of safeguarding national security, social order and
safety, and public interests within Vietnam’s data governance framework. This approach
establishes control mechanisms over strategic, sensitive, and highly confidential data while
maintaining a certain degree of openness toward international data flows. In doing so, it strikes
a balance between the requirements of deep international integration and the protection of data
and personal data. In other words, Vietnam’s data laws permit data transfers in order to promote
the digital economy while retaining regulatory control over data of special significance, in line
with regulatory trends adopted by many countries around the world.

Reference may be made to the United States—Singapore Joint Statement on Financial
Services Data Connectivity, which demonstrates that the ability to aggregate, store, process,
and transmit data across borders is of critical importance to the development of the financial
sector [30]. Recognizing both the significance of cross-border data flows and the close
economic relationship between the two countries, the United States and Singapore adopted the
Joint Statement to pursue the following objectives:
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(1) Ensuring that financial service providers are able to transfer data, including personal
information, across borders through electronic means when such transfers are required for the
conduct of their business activities;

(i) Opposing measures that restrict where financial service providers may store or
process data, provided that financial regulators retain full and timely access to the information
necessary for supervisory and regulatory purposes;

(111) Ensuring that financial service providers are given an opportunity to remedy any
deficiencies in data accessibility before being required to use or establish local computing
facilities.

Based on the contents of the Joint Statement, it can be observed that the laws and
regulatory policies of the United States and Singapore generally seek to facilitate cross-border
data mobility for financial service providers, particularly with respect to financial data. These
objectives are intended to reduce or eliminate legal barriers relating to data storage locations
and financial data processing activities, provided that fundamental considerations of national
interests and public interests remain protected under the oversight of competent regulatory
authorities.

Based on the obligations imposed on IFC members under Resolution No.
222/2025/QH15 [10] concerning compliance with information security and confidentiality
requirements, as well as the provisions of the 2024 Data Law [31] governing the conditions for
cross-border data transfer and processing, it is evident that financial data require special
regulatory attention. Going forward, the legislative authorities should consider developing and
promulgating a specialized law or decree governing IFC operations, including provisions
specifically addressing the cross-border transfer and processing of financial data.

Financial data constitute a highly sensitive category of information requiring stringent
safeguards to ensure cybersecurity, data sovereignty, and anti-money laundering objectives.
However, excessively restrictive regulations that unduly narrow the permissible scope of cross-
border data transfer and processing may impose significant burdens on businesses and hinder
the development objectives of IFCs. Financial data represent one of the most fundamental and
essential resources of financial activities. Therefore, the legal framework should seek to
balance confidentiality and regulatory compliance requirements with the practical need for
efficient and convenient data transfers to support business operations in a global financial
environment.

4 LEGAL CONDITIONS APPLICABLE TO CROSS-BORDER DATA TRANSFER AND
PROCESSING IN INTERNATIONAL FINANCIAL CENTERS

Decree No. 165/2025/ND-CP provides detailed legal requirements applicable to entities
engaging in cross-border data transfer and processing. Accordingly, the transferring party is
required to conduct an impact assessment addressing the following matters:

(1) The legality, necessity, scope, method of data transmission, and data processing
activities of the receiving party;

(11) Risks that the data transfer may pose to national defense, national security, economic
activities, foreign affairs, social stability, public interests, or the lawful rights and interests of
individuals or organizations; as well as risks of data forgery, destruction, leakage, loss, or
unlawful use;

(111) The responsibilities, obligations, management measures, and technical safeguards
implemented by the receiving party;

(iv) Other relevant matters.
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Following consideration of these matters, the transferring entity must complete a cross-
border data transfer and processing impact assessment dossier, including an impact assessment
report (prepared in the prescribed format) and other relevant supporting documents.

These requirements indicate that where cross-border data transfer or processing falls
within circumstances prescribed by law, the relevant entity is obligated to undertake an impact
assessment to ensure that such activities are lawful, reasonable, and compliant with applicable
data laws. An important question arises, however, as to whether financial data transferred from
IFCs in Vietnam to one or more IFCs in foreign jurisdictions should be subject to the same
stringent regulatory requirements.

At present, financial regulators and supervisory authorities from countries including
Australia, Canada, Japan, Mexico, Singapore, the United Kingdom, and the United States have
agreed that financial services data should not be subject to data localization requirements,
provided that financial regulators maintain effective access to information stored in other
jurisdictions for supervisory and regulatory purposes [32]. International practice demonstrates
that countries and regions possessing sophisticated and globally influential financial systems
generally adopt a more open approach, allowing the free cross-border movement of financial
data to facilitate international trade and financial services.

As a developing country that is still in the early stages of establishing and refining its
legal framework for IFCs, Vietnam faces an inherent tension between facilitating the free flow
of data including financial data to attract investment and promote innovation in the financial
sector, and safeguarding national security, protecting the privacy of individual customers, and
supporting the development of domestic digital industries. This challenge constitutes one of
the major issues that policymakers, economists, and financial experts must address in order to
mitigate potential risks.

A comparison between China’s data governance regime and the rules under the
Comprehensive and Progressive Agreement for Trans-Pacific Partnership (CPTPP) illustrates
that cross-border data transfer and processing, particularly in relation to financial data, remain
a significant issue that Vietnam must address when developing its IFCs. Vietnam's National
Assembly approved the CPTPP and related documents on 12 November 2018, and the
Agreement entered into force for Vietnam on 14 January 2019 [33].

With respect to cross-border data flows, the CPTPP expressly provides that parties may
not restrict cross-border data transfers conducted for business purposes unless such restrictions
pursue a legitimate public policy objective and are non-discriminatory [33]. In addition, parties
may not require enterprises to locate data storage facilities or servers within their territory
unless such requirements are necessary to achieve legitimate public policy objectives [33].

Under these provisions, the transfer of financial data from Vietnam’s IFCs to other
CPTPP member countries may occur efficiently and with relatively few obstacles. However,
when IFCs in Ho Chi Minh City or Da Nang transfer data to non-CPTPP jurisdictions such as
China, which maintains a comparatively stringent data regulatory framework potential barriers
must be anticipated and addressed in advance.

While the CPTPP recognizes that open data flows and a robust digital trade environment
are essential drivers of global economic growth, Chinese regulations require government-led
assessments before the cross-border transfer of personal information and important data may
occur, unless the sender and recipient have entered into a government-approved agreement or
the sender has obtained certification through a government-administered cybersecurity
assessment process [34].

These observations suggest that Vietnam’s legal framework governing cross-border data
transfer and processing shares several characteristics with the more restrictive approach
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adopted by China, including impact assessment requirements and limitations on certain
categories of data transfers. At the same time, Vietnam is also a CPTPP member, and therefore
participates in a legal framework that strongly supports data mobility and liberalized data
flows. This divergence may create practical challenges for the operation of IFCs in Vietnam,
particularly in relation to financial data transactions involving jurisdictions outside the CPTPP
framework.

5  CONCLUSION

Cross-border data transfer and processing constitute an essential component of the
operational infrastructure of modern International Financial Centers. As Vietnam advances the
development of IFCs in Ho Chi Minh City and Da Nang, establishing an effective legal
framework for the governance of financial data and personal data becomes a critical policy
priority. The current legal framework represented by the 2024 Data Law, the 2025 Law on
Personal Data Protection, and Resolution No. 222/2025/QH15 has laid an important foundation
by emphasizing compliance, security, national interests, and data protection. However, the
application of stringent regulatory requirements, particularly to important and core data, may
increase compliance costs and affect the competitiveness of IFCs in attracting international
investors and financial institutions.

Comparative experience demonstrates that successful financial centers generally adopt a
balanced approach that simultaneously protects data security and facilitates legitimate cross-
border data flows. Therefore, Vietnam should consider developing a specialized regulatory
regime for IFCs that provides clearer rules for the transfer and processing of financial data,
promotes interoperability with international standards, and ensures effective supervisory access
for competent authorities. Such a framework should safeguard cybersecurity, data sovereignty,
privacy rights, and anti-money laundering objectives while avoiding unnecessary restrictions
on global financial transactions.

A balanced and internationally compatible data governance framework will not only
strengthen legal certainty for market participants but also enhance the attractiveness and
competitiveness of Vietnam’s IFCs. Ultimately, achieving this balance will be essential for
positioning Vietnam as a regional and global financial hub capable of supporting sustainable
economic growth and deeper international integration.
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Transgraniczne przekazywanie i przetwarzanie
danych w miedzynarodowych centrach
finansowvch: wyzwania prawne 1 implikacje dla
Wietnamu

Utworzenie Migdzynarodowych Centréw Finansowych (International Financial Centers
—IFC) w Ho Chi Minh City 1 Da Nang stanowi wazny kamien milowy w strategii Wietnamu
ukierunkowanej na pogtgbianie migdzynarodowej integracji gospodarczej oraz umacnianie
jego pozycji na globalnych rynkach finansowych. Funkcjonowanie IFC w znacznym stopniu
opiera si¢ na gromadzeniu, przetwarzaniu, przechowywaniu i przekazywaniu duzych ilosci
danych finansowych oraz danych osobowych, z ktorych wiele ma wysoce wrazliwy charakter
1 podlega rygorystycznym wymogom bezpieczenstwa. W tym konteksScie transgraniczne
przekazywanie i przetwarzanie danych stato si¢ niezbednym elementem umozliwiajagcym
realizacj¢ miedzynarodowych transakcji finansowych, dzialalnosci inwestycyjnej oraz
Swiadczenie cyfrowych uslug finansowych. Niniejszy artykul analizuje zagadnienia prawne
zwigzane z transgranicznym przekazywaniem 1 przetwarzaniem danych w ramach
migdzynarodowych centrow finansowych w Wietnamie. Wykorzystujac dogmatycznoprawng
metode badawcza, opracowanie omawia ksztaltujace si¢ wietnamskie ramy prawne,
obejmujace Ustawe o danych z 2024 r., Ustawe o ochronie danych osobowych z 2025 r.,
Rezolucje nr 222/2025/QH15 dotyczaca Miedzynarodowych Centrow Finansowych oraz
odpowiednie akty wykonawcze. Artykut odwotuje si¢ rowniez do doswiadczen
migdzynarodowych, w szczegoélnosci praktyk Hongkongu, Singapuru oraz rozwigzan
przyjetych w ramach Kompleksowego i Progresywnego Partnerstwa Transpacyficznego
(CPTPP). Wyniki analizy wskazuja, ze cho¢ Wietnam ustanowit istotne mechanizmy ochrony
bezpieczenstwa narodowego, suwerennosci danych oraz danych osobowych, obecne wymogi
regulacyjne moga stwarza¢ wyzwania w zakresie zgodno$ci dla uczestnikow IFC oraz
potencjalnie ogranicza¢ dzialalno$¢ finansowa oparta na przetwarzaniu danych. Artykut
postuluje opracowanie wyspecjalizowanych ram prawnych regulujacych transgraniczny
przeptyw danych finansowych, ktére pozwola zachowa¢ rownowage pomiedzy nadzorem
regulacyjnym a potrzebami operacyjnymi globalnie zintegrowanych centrow finansowych.

Stowa kluczowe: Miedzynarodowe Centrum Finansowe; transgraniczne przekazywanie
danych; przetwarzanie danych; dane finansowe; zarzadzanie danymi
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